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~ Introduccion:

e ;Que es SPAM?
- Spam es correo no deseado y no solicitado.
- Mas del 80% de los correos electronicos recibidos por

* ;Por qué los Spammers hacen SPAM?
- Por dinero.

- Ahorro en anunciar ciertos producta

— Gusanos con propio motor SMTP

-~ * Coste del SPAM:
- Pérdida de productividad (4.4s/mensaje) y de recursos del
servidor (ancho de banda y almacenamiento).
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* SpamAssassin

* BlackLists basadas en DNS

* WhiteLists
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* Filtros en los clientes

* (Control de ancho de banda

* Uso intensivo del cortafuegos (trafico saliente puerto 25/TCP).
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Hctura de u . aie de correo ele 0
Envelope:
mai om: correo @origen.com (Return-Patr

rcpt to: destinatario@destino.com (Delivered-To)

Header:

From: correo@origen.com
Subject: Asunto

D: destinatario@destino.con
Date:
Reply-To:
Message-ID:
ETC...
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D 21 NE snt p. dom ni 0. con
Trying 211.35.214. 2. ..
Connected to sntp.dom ni 0. com

Escape character is '"]"'.
220 snt p. dom ni 0. com ESMIP

e oM pepe@ ospepes. com
250 ok

0 op oni @om ni 0. ca
250 ok
dat a

354 go ahead
From yom sno@l eol eyol e. es

To: toni bl yx@ oqueyoqui era. com

Adi ooooooosss! !'!

250 ok 1088708435 gp 3884

ALt
\1u| | 8

221 snt p.dom ni 0. com
Connecti or osed by foreign ho
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Resultado, fuente del mensaje recibido:

Ret ur n- Pat h: <pepe@ ospepes. conp

e ar ed- 1o oNnl - @om Nl o OMm
- \/ - U U J . J

4 1 nvoked Fom net wor k i J 004

Recel ved: (ITE
18: 59: 20 -0000
Recei ved: from unknown (231.254.21.33) by O with SMIP; 1 Jul
2004 18:59: 20 -0000

Fron1 yon1snn@bleoleyole es

To: tonlnyx@@oqueyqu|era.con1

- VOl U ON- OUTI C. DOD.: 0] vetud!l m r 0. OMAOPo. AdOIM 1 0. on
Dat e: Thu, 01 Jul 2004 20:57:36 +0200

Message-1d: <1088708256. 2240. 177. canel @ | ane>

M ne-Version: 1.0

Adi ooooooosss! !

7

s Ouien recibe € N -n ele nlnnln DM AU haue anarecera er

el cllente tonlblyx@loqueyoqwera com procedente de
yomismo @oleoleyole.es
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i i reo es facil:

dnsl.blyx.com nsl.google.es
gsmtp57.gmail.com

25

ul & O

=
buzones de correo \ | | ‘ | buzones de correo
MTA MTA
smitp.blyx.com gsmtp57.gmail.com

POP-IMAP 25

From: toni@blyx.com Webmail
SMTE - To: staff@gmail.com
SPAMM ;
T 2ER i B
N Tﬂ-'
=TS

; MLIA
MU Mozilla

Webmail

Ewvolution
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SPF = Sender Policy Framework

e = AlllE dlllalUd CI1UC "Il - 0 DITl) PC II‘-.
los servidores de correo identificar y bloquear envios
falsificados haciendo una simple consulta al DNS sobre el
registro TXT del dominio origen.

e Gran parte de las empresas y asociaciones ya publican

A Al - » - - A = 1% A VO

DIC OIT1, WalldU00.C -

. Oomo se Si mi proveedor publica SPFE?

host —t txt ya.com

Basado en:
~ RMX: Reverse Mail eXchanger

DMP: Designated Mailers Protoco
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- - T 21 de SPE

e Implica a los protocolos DNS (solo TXT) y SMTP

(necesita modificacion).

e La adopcion de SPF puede ser asimétrica, no es

1ecesario que otros utilicen SF
~ 1~ N\ / D . ~ 1~ 1 ~N N A ~ NI N N ~ L~
JOU UC V AU LC auUlyu UV C LU - Aabic. U U C
iaieros con MTA propios. €
L J | 1.C . C -. . . o B !..! “jl . C -l = _. ! “jb _...-

SPF es compatlble

« Web del proyecto: http://spf.pobox.com/

RFCs:

nttp://spf.pobox.com/spf-draft-200406.txt

ttp://spf.pobox.com/draft-ietf-marid-protocol-00.txt
Ip.//opl. ODOX. AL

'C
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Anatomia de un registro SPF:

n "
> example.com’s MX servers @
cre permitted 1o send mail with
E— envelope sender @example.corm

VETSION STring any hast permitted to
indicates this is send rmail for 15Fcom s also
— an SPF record permitted for examplecorm

example.com INTXT “v=spfl1 a mx ptr include:isp.com -all”

the zone file for by defaul,
example.com comiains permit any host  nobody else
an ordinary TXT record whose PTR name s permitted

|::...-:Il-\.:-.] |r-r-ll-|!-_-_|l|ll:?_l:_-|:}|r-r-ll ti}lr.;ll:llll‘; _I:lrl E'xﬂrr]ﬁ}llfliﬂ,l'ﬂ :
R y itself is permitted ﬁ
= "
i to send menl o
o e, . ' e

":-fﬂr,,r : (e
L55BYe; you can easily add future
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~— Con SPF:

TXT con SPF ;7

1

MX; 7

dns1.blyx.com nsl.google.es
TXT="spfl mx -al’ smtp.blyx.com
gsmtp57.gmail.com SMTP + 5PF
25
»
- | [
buzones de correo ‘ ‘ ‘ ‘ I ‘ ‘ ‘ | buzones de correo
MTA MTA
tp57. il
smtp.blyx.com s el il e T Webmail
POP-IMAP 25
i@ bhyx . com Webmail
SMTP rstaff@gmail. com
; MUA
MiA Mozilla

Evolution
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-~ Sintaxis http://spf.pobox.com/mechanisms.html
— 1
Ejemplo:

0lo los MX de blyx.com pueden enviar correos de @blyx.com:

En BIND:

blyx.com. IN TXT "v=spfl mx -all"

En tinydns/djbdns:
'blyx.com:v=gspfl mx -all:600

‘. A Wl a aYa 1 NI DONTA A
o = C AUIVC C C

Existen asistentes para configuracion de la zona TXT para SPF:
nttp://spf.pobox.com/wizard.html

o '\ R £ - al aVeW aVWVa - - W a Y ' v VXV IVY
(). JIU.OUI. [ A U . C - J [
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Operadores (mechanism):

v = version de SPF, actualmente es spfl
a = registros A en DNS
Prefijos: mx = registros MX en DN5

o PTR ( ucion i : DNS

) ff‘[lr_ L ip4/ip6 = declaracion de ip o rangos Ipv4 o Ipv6
X ::'c“cd" all = redes e IP restantes

RS include = comprueba registro SPF de otro

? neutral

dominio y pasa al siguiente operador

B “PF d omini

Modificadores:

exp = (explanation) respuesta en caso de

rechazo (pj. explicar como utilizar smtp-auth)
" N 2 el reqi SPE d

dominio
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Otros ejemplos:

i blyx.com solo fuera un dominio de web v no envia
correo.

->

blyx.com. TXT "v=gpfl -all™"

Informe de los fails por IP (no aparece en spf v2):

'/} P
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Registro SPF bacion:

http://spf.infinitepenguins.net/register.php

http://spf.infinitepenguins.net/earlyadopters.php
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- : : N
- Comprobacion con libspf: (www.libspf.org)

Prueba satisfactoria:

pass
policy result: (pass) fromrule (ip4:212.163.0.0/26)

( nuil 1))
\Ilulll

1 M 7 y ~A A y ~A
\ - = 0 @1 Y X. CC = DI YVX. CQ

Prueba fallida:

# spfquery -i 212.163.0.134 -s toni @l yx.com-h bl yx.com

fail

See
http://spf.pobox. com why. ht M ?sender =t oni @l yx. com& p=212. 163

0 34&r ece =SPT QUE
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omprobacion:
Bl @~=~======00 0~ capuraetherealquery-responsespf.dump -Ethereal 7 HE

- File Edit View Go Capture Analyze Statistics Help

B D@ x 3 Q4P 9 zY Q| BN X

@ Eilter: | v | P Expression... ba.gmpiar o Aplicar

MNa. |T|me = |Sﬂurce |Destinah'an |F-"rﬂt0col |infﬂ

' i R 4 i P =] T2 1ba . 1450 .141 B 5P B oy e O O U= ostandard query A tTp.dulog . duke.edu
16 49.43779. 212 .163.0.2 212.163.145.141 DHS Standard guery response CHAME mirror.dulug.duke.edo A 1Z
17 58.52948 212 .163.145.141 212 .163.0.Z2 DHZ Standard qguery AARA ftp.dulug.duke.edu
18 538.89173 212 .1683.0.2 212.163.145.141 DHS Standard guery response CHAME mirror.dulug.duke.edu
19 538.89206: 212 .163.145.141 212 .163.0.Z2 DHS Standard guery A ftp.dulug.duke.edu
20 538.75611 212 .1683.0.2 212.163.145.141 DHS Standard guery response CHAME mirror.dulug.duke.edo A 12
21 B9.Z23333 212 .163.145.141 212 .163.0.13 DHZ Standard guery CHAME bly:x.com
22 B9.0010Z 212 .1635.0.13 212.1635.145.141 DHS Standard guery response
23 B9.0013Z2 Z212.1685.145.141  Z21Z2.163.0.13 DH= Standard guery CHAME blyx.com.bly=.com
24 pY9.71061 212 .1635.0.13 212 .163.145.141 DHS Standard guery response, Mo such name
=9 69.?1088'212.163.145.141 212.163.0 13 DH= Standard qguery TAT blyx.com
il il 7 55 .0 % - B3 5 standard guery response THET
27 T2, 1212.163.145.141 212.163.0 2 OH= Standard guery AAAA ftp.dulug.duke . edu
28 V2. 2172 .163.0.2 2172 .163.145.141  DH= Standard guery response CHAME mirror.dolug.doke.oedu
29 V2 .9784p 212,183,145 .141 Z212.1R3.0.% OH= Standard guery A ftp.dulug.duke.edu
30 73.463481 212 .163.0.2 212 .163.145.141 DHNS Standard query response CHAME mirror.dolug.duke.edo A 1S

s

Questluns 1
Answer RRs: 1
Authority RERs: 1
Additional FRs: 1
[ Querlies
= ANSWersS
= blyx.com: type TxT, class 1net
Hame: blyx.com
Type: Text strings
Class: inet
Time to liwe: 1 day
Data 1Eﬁgth 31

0040
0050
0060
0070
0080

 P:30D:30M: 0
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rnalisic de al : SPF:

AOL:
aol . comt ext
"V=SD I D4: ® U 4 |1 pd: 205. 188. 9. ( /

| p4: 205. 188. 144 0/24 |p4 205. 188. 156. 0/ 23
| p4: 205. 188. 159. 0/ 24 |p4 64.12. 136. 0/23

nA-A @, () /| a M an
. . . J. U \J - . CAUVUI . ' O

Implementacion interesante de SPF:

~ WANADOQO:

wanadoo. es t ext
"v=spfl +a:all ow spf.wanadoo.es ?all"

Ejecuta:
# nsl ookup al |l ow. spf.wanadoo. es

aYda - -v- ...
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Desventajas:

Solucion: Protocolo SRS (Sender Rewriting Scheme)
marcas de camino, MTA original: seguimiento de correo.
http://www.libsrs2.org

- Usuarios moviles con MTA propios:

- Solucion: SMTP-AUTH
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;Que hago en mi servidor SMTP?

Paquetes y parches disponibles para MTAs en:
http://spf.pobox.com/downloads.html

Mail::SPF::Query — Médulo de Perl que permite la implementacion con Sendmai

paquetes RedHat, Fedora y Debian.

Postfix - http://spf.pobox.com/postfix-policyd.txt + Mail::SPF::Query

Sendmail-milter - http://spf.pobox.com/sendmail-milter-spf-1.41.pl

gmail - http://www.saout.de/misc/spf/

Exim - http://spf.pobox.com/exim4.spf.acl-2.09.txt

Courier - http://search.cpan.org/search?query=Courier::Filter::Module::SPF

http://www.libspf2.org/ - Librerias en C para Sendmail y Qmail

http://www.wayforward.net/spf/ - Librerias en Python

https://sourceforge.net/projects/spfjava/ - Librerias en Java
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Anadir en la zona /var/named/blvx com.db:

bl yx.com |IN TXT "v=spfl nx -all"

Parche 5|mple

http://www.saout.de/misc/spf/gmail-spf-rc2.patch

Parche con soporte ldap, smtp-auth, tls:

a N\ " A A s a alVla aa a N\TNO

). VVVVVV. AUUL.UC | U

3- Configurar qmall (/var/qmall/control)

Sspf behavi or : valor idea

*mas info:

# man 8 gmai |l - snt pd
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Configura el comportamiento del MTA segun las
respuestas SPF obtenidas. El valor por defecto es 0 (off).
Los valores son de 0 a 6:

0: Never do SPF lookups, don't create Received-SPF headers
1: Only create Received-SPF headers, never block
2: Use temporary errors when you have DNS lookup problems
3: Reject mails when SPF resolves to fail (deny)

-~ 4: Reject mails when SPF resolves to softfail

5: Reject mails when SPF resolves to neutral

6: Reject mails when SPF does not resolve to pass
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En DNS: blyx.com text = "v=spfl mx -all’

En MTA: /var/gmail/control/spfbehavior = 6
$ telnet sntp.blyx.com 25

Trvi nAa 212 1/| ’)l:’l o]
||y|||9 L. LT J.

Connected to 213 14 251 3.
Escape character is "]
220 sntp. bl yx. com ESMIP

mail from atacante@ol.com
250 ok

rcpt to: tonl@blyx com

a a a¥ana -
' "" . U A B RY U —J C U

40ao0l . con&lp 216. 89. 87. 65&rece|ver—213 14. 251. 3 (#5 7.1)
qui t

221 sntp. bl yx. com

Connection closed by foreign host.

Captura del traflco con tcpdump

01209 s ediri s. es. domai n: 36 au XT? ao
(36) (DF) | o | |
22:37:57.708396 chico.rediris.es.domain > sntp.blyx.com32771: 36152* 1/4/5 TXT[| domai n]

( DF)
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Ret ur n- Pat h: <asdf dsf @ol . conp
Del 1 ver ed-To: oni @I| yx. com

Recei ved: (gnail 21460 i nvoked by uid 508); 9 Sep 2004 15:48:51

[aYaYaYa

A VAVAVAY,

Recei ved: from unknown (HELO fcnxl.nostracomcom (212.163.0.13) by
pop. nostracom com W t MIP; 9 Sep 2004 : 48: - 0000

Recei ved: (gmail 17947 invoked by uid 600); 9 Sep 2004 15:51:56

- 0000

Rece| ved: om 18 ad- 80-24-243. pool es | ma-tde. ne 30 4 43 3
by212 163 O 13 Mﬂth SMIP; 9 Sep 2004 15 51 56 0000

permtted nor denied by SPF record at aol con)

X- Evol ut1 on- Sour ce: pop://toni %0bl yx. com@al | box1. nostracom com
From

Date: Thu, 09 Sep 2004 17:47:46 +0200

Subj ect: No Qllhi ect
Nbssage | d: <1094744866 2772.496. canel @1 ane. nostracom conp

IVI me- VEI bl on: 1. U
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Ret ur n- Pat h: <bo-bz0214f a94ddcqgbhlntcnbv7ggpanb@. i nf 0. r edha onP
Dellvered To: toni@blyx com
Recei ved: fron1unknown (HELC)fcnxl nostracon1con) (212 163 0.13) by
pop. nostracom com w VITP; 8 Sep 2004 19: 59: - 0000

Recei ved: (gnail 17466 invoked by uid 600); 8 Sep 2004 20:02:18 -0000
Recei ved: from nta201.info.redhat.com (65.125.54.186) by 212.163.0.13
Mth SMIP; 8 Sep 2004 20:02:18 -0000

Recelved SPF: pass (212 163. 0. 13 SPF record at b.info.redhat.com

Dat e: Wed, 8 Sep 2004 20:04:12 -0000
Message- | D
<bz0214f a94ddcgbhlntcnbv7qgpanb. 187926463. 2492@rt a201. i nf o. redhat . conp
Li st - Unsubscri be:

<mal 0:rm 0Opz( 4T a94qadcgbnhlntcno gopann@ ntf o 2dNna ONP
From "Red Hat" <redhat @nfo.redhat. conp
To: toni @l yx. com

Subj ect: Under the Brim| Red Hat | Septenber 2004
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Return-Pat h: <fxksjis@ol.ie>
Del i vered-To: toni @l yx.com
Recei ved: (gmail 32142 invoked by uid 508)' 3 Sep 2004 20:41:21 -00

B Ja -,-n OM Uunhkhown — () e’ - NoO alee D111 . 9-! S )
pop. nostraconlcon1mnth SMIP; 3 Sep 2004 20 41: 21 -0000
Recei ved: omali 56 1 nvoked by uid 60C op 2004 0: 44: 29 00C

Recei ved: from 19.red-80-26-109. pooles.rima-tde.net (HELO iol.ie)
(80. 26.109.19) by 212.163.0.13 with SMIP; 3 Sep 2004 20:44:29 -0000
Recei ved- SPF. none (212.163.0.13: donmain at noconnane.org does not
designate permtted sender hosts)

. . .
B/aYa¥a a¥e OM-ber on alilale 0 a ~ & N\, 0 aY@ /g
. .

W th SNWP I d 8521D23 for <ton|@blyx conP Fri, 3 Sep 2004 22:49:43
+0200 ( CEST)

Message- 1 D. <008d01c491f 6$f 830b320$0200a8c0@er on>

From <fxksjis@ol.ie>

To: "Toni dlIF. D az" <toni @l yx.conpr
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Tipo Nombre Funcion
SOA Start Of Authority Define una zona representativa del DNS
Zona
N S Name Serve dentifica los servidores de zona, delega subdominios
A Direccién IPv4 Traduccion de nombre a direccién
AAAA Direccion IPv6 original Actualmente obsoleto
Basicos
Ab Direccion IPv6 lraduccion de nombre a direccion IPv6
PTR Puntero Traduccion de direccion a nombre
DNAM Redireccion Redireccion para las resoluciones inve Pv6
MX Mail eXchanger Controla el enrutado del correo
KEY Clave publica Clave publica para un nombre de DNS
Seguridad
NXT Next Se usa junto a DNSSEC para las respuestas negativas
SIG Signature Zona autenticada/firmada
NAM anonical Name Nicks o alias para un dominio
LOC Localizacion Localizacion geografica y extension
Opcionales
RP Persona responsable  Especifica la persona de contacto de cada host
SRV Servicios Proporciona la localizacion de servicios conocidos
TXT Texto Comentarios o informacion sin cifrar

Securizar el Servidor DNS Bind:

http://www.ziries.com/contenido.php?opcion=articulo-bind
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rdun £t queue

mall with sendmail

send mail
with gmail

iliGRACIAS!!!

Se permite la copia y difusion total o parcial por cualquier medio y la
traduccion a otros idiomas, siempre que se haga referencia al autor
Toni de la Fuente Diaz = http://blyx.com y se incluya esta nota. :wq




