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Chapter 1. Introduction

Welcome gentlereadeyto Rusty's UnreliableGuideto Linux KernelHacking.This
documentdescribeshe commonroutinesandgenerarequirementg$or kernelcode:its
goalis to sene asaprimerfor Linux kerneldevelopmentfor experiencedC

programmersl avoid implementatiordetails:that's whatthe codeis for, andl ignore
wholetractsof usefulroutines.

Beforeyou readthis, pleaseunderstandhat| never wantedto write this document,
beinggrosslyunderqualified,but | alwayswantedto readit, andthis wasthe only way.

| hopeit will grow into acompendiunof bestpractice,commonstartingpointsand
randominformation.



Chapter 2. The Players

At ary time eachof the CPUsin a systemcanbe:

« notassociatedvith any processservinga hardwareinterrupt;
« notassociateavith any processservinga softirq, taskletor bh;
« runningin kernelspaceassociateavith a process;

« runningaprocessn userspace.

Thereis a strict orderingbetweerthese:otherthanthelastcategory (userspacegach
canonly be pre-emptedy thoseabove. For example,while a softirgis runningona
CPU,no othersoftirgwill pre-empit, but a hardwareinterruptcan.However, ary other
CPUsin the systemexecuteindependently

We’ll seeanumberof waysthatthe usercontext canblock interrupts,to becomeruly
non-preemptable.

2.1. User Context

Usercontext is whenyou arecomingin from a systemcall or othertrap:you cansleep,
andyou own the CPU (exceptfor interrupts)until you call schedul e() . In other
words,usercontet (unlike userspaceis not pre-emptable.

Note: You are always in user context on module load and unload, and on
operations on the block device layer.

In usercontext, thecur r ent pointer(indicatingthetaskwe arecurrentlyexecuting)is
valid, andi n_i nterrupt () (i ncl ude/ asn hardi r g. h) is false.
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Caution

Beware that if you have interrupts or bottom halves disabled (see
below), i n_i nt errupt () will return a false positive.

2.2. Hardware Interrupts (Hard IRQs)

Timerticks, network cardsandkeyboardareexamplesof realhardwarewhich produce
interruptsat ary time. Thekernelrunsinterrupthandlerswhich serviceghe hardware.
Thekernelguaranteethatthis handleris never re-enteredif anotherinterruptarrives,
it is queuedor dropped) Becauset disablegnterrupts this handlerhasto befast:
frequentlyit simply acknavledgesthe interrupt,marksa ‘softwareinterrupt’ for
executionandexits.

You cantell you arein a hardwareinterrupt,becausé n_i r q() returnstrue.

Caution

Beware that this will return a false positive if interrupts are
disabled (see below).

2.3. Software Interrupt Context: Bottom
Halves, Tasklets, softirqgs

Wheneer a systemcall is aboutto returnto userspacegr a hardwareinterrupthandler
exits, ary ‘softwareinterrupts’which aremarked pending(usuallyby hardware
interrupts)arerun (ker nel / sof tirq. c).

Much of therealinterrupthandlingwork is donehere.Early in thetransitionto SMP,
therewereonly ‘bottom halves’ (BHs), which didn’t take advantageof multiple CPUs.
Shortly afterwe switchedfrom wind-up computersnadeof match-stickandsnot,we
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abandonedhis limitation.

i ncl ude/ i nux/ i nterrupt. h liststhedifferentBH’s. No matterhow mary CPUs
you have, notwo BHswill run atthe sametime. This madethetransitionto SMP
simpler, but suckshardfor scalableperformanceA veryimportantbottomhalf is the
timerBH (i ncl ude/ | i nux/ ti mer. h): youcanregisterto haveit call functionsfor
youin agivenlengthof time.

2.3.43introducedsoftirgs,andre-implementedhe (now deprecatedBHs underneath
them.Softirgsarefully-SMP versionsof BHs: they canrun onasmary CPUsatonce
asrequired.This meanghey needto dealwith any racesn shareddatausingtheir own
locks.A bitmaskis usedto keeptrack of which areenabledsothe 32 availablesoftirqs
shouldnot beusedup lightly. (Yes peoplewill notice).

tasklets(i ncl ude/ | i nux/i nterrupt. h)arelike softirgqs,exceptthey are
dynamically-rgistrable(meaningyou canhave asmary asyou want),andthey also
guaranteghatary taskletwill only runononeCPUatary time, althoughdifferent
taskletscanrun simultaneouslyfunlike differentBHs).

Caution

The name ‘tasklet’ is misleading: they have nothing to do with
‘tasks’, and probably more to do with some bad vodka Alexey
Kuznetsov had at the time.

You cantell you arein a softirg (or bottomhalf, or tasklet)usingthei n_sof tirq()
macro(i ncl ude/ asm sof tirq. h).

Caution

Beware that this will return a false positive if a bh lock (see below)
is held.




Chapter 3. Some Basic Rules

No memoryprotection

If you corruptmemory whetherin usercontext or interruptcontext, thewhole
machinewill crash.Are you sureyou cant dowhatyouwantin userspace?

No floatingpointor MMX

TheFPU context is not saved; evenin usercontext the FPU stateprobablywon’t
corresponavith the currentprocessyou would messwith someuserprocess’
FPUstate.If youreally wantto dothis, you would have to explicitly sase/restore
thefull FPU state(andavoid context switches)lt is generallyabadidea;usefixed
pointarithmeticfirst.

A rigid stacklimit

Thekernelstackis about6K in 2.2 (for mostarchitecturesit’ sabout14K onthe
Alpha),andsharedwith interruptssoyou cant useit all. Avoid deeprecursion
andhugelocal arrayson the stack(allocatethemdynamicallyinstead).

ThelLinux kernelis portable

Let’s keepit thatway. Your codeshouldbe 64-bit clean,andendian-independent.
You shouldalsominimize CPU specificstuff, e.g.inline assemblyshouldbe
cleanlyencapsulatedndminimizedto easeporting. Generallyit shouldbe
restrictedo thearchitecture-dependepartof the kerneltree.



Chapter 4. ioctls: Not writing a new
system call

A systemcall generallylookslik e this

asm i nkage int sys_nycall (int arg)
{

return O;

}

First,in mostcases/ou don't wantto createa new systemcall. You createa character
device andimplementanappropriateoctl for it. Thisis muchmoreflexible thansystem
calls,doesnt have to beenteredn every architecturesi ncl ude/ asnf uni st d. h and
arch/ kernel / ent ry. Sfile, andis muchmorelikely to beacceptedy Linus.

If all your routinedoesis reador write someparameterconsidelimplementinga
sysct | interfaceinstead.

Insidetheioctl you're in usercontext to a processWhena erroroccursyou returna
negatederrno(seei ncl ude/ | i nux/ errno. h), otherwiseyou returnO.

After you sleptyou shouldcheckif asignaloccurredthe Unix/Linux way of handling
signalsis to temporarilyexit the systemcall with the - ERESTARTSYS error. Thesystem
call entrycodewill switchbackto usercontext, processhe signalhandlerandthen
your systemcall will berestartedunlessthe userdisabledthat). Soyou shouldbe
preparedo procesdherestarte.g.if you'rein themiddle of manipulatingsomedata
structure.

if (signal _pending())
return - ERESTARTSYS;

If you're doinglongercomputationsfirst think userspacdf youreallywantto doit in
kernelyou shouldregularly checkif you needto give up the CPU (remembethereis
cooperatre multitaskingper CPU).ldiom:

10
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if (current->need_resched)
schedule(); /* WII sleep */

A shortnoteoninterfacedesignithe UNIX systemcall mottois "Provide mechanism
not policy".

11



Chapter 5. Recipes for Deadlock

You cannotcall ary routineswhich maysleep,unless:

« Youarein usercontext.
« Youdonotown ary spinlocks.

- Youhaveinterruptsenabledactually Andi Kleensaysthatthe schedulingcodewiill
enablethemfor you, but that’s probablynot whatyou wanted).

Notethatsomefunctionsmaysleepimplicitly: commononesarethe userspaceaccess
functions(*_user)andmemoryallocationfunctionswithout GFP_ATOMIC.

You will eventuallylock up yourboxif you breaktheserules.

Really.

12



Chapter 6. Common Routines

6.1. printk() i nclude/linux/kernel.h

printk() feedskernelmessage® theconsoledmesgandthesyslogdaemonlt is
usefulfor deluggingandreportingerrors,andcanbe usedinsideinterruptcontext, but
usewith caution:amachinewhich hasits consolefloodedwith printk messages
unusablelt usesaformatstringmostly compatiblewith ANSI C printf, andC string
concatenatiomo giveit afirst "priority" argument:

printk(KERN_INFO "i = %\ n", i);

Seei ncl ude/ | i nux/ ker nel . h; for otherKERN _ valuesitheseareinterpretecoy
syslogasthelevel. Specialcasefor printing anlP addressise

__u32 ipaddress;
printk( KERN_INFO "y ip: %l. %d. %d. %d\ n", N PQUAD(i paddress));

printk() internallyusesa 1K buffer anddoesnot catchoverrunsMake surethatwill
beenough.

Note: You will know when you are a real kernel hacker when you start typoing
printf as printk in your user programs :)

Note: Another sidenote: the original Unix Version 6 sources had a comment on
top of its printf function: "Printf should not be used for chit-chat". You should follow
that advice.

13
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[ get _uhser() /

6.2. copy [)t o/ fron] _user ()
uaccess

put _user() i ncludelasn

[SLEEPS]

put _user () andget _user () areusedto getandputsinglevalues(suchasanint,
char or long) from andto userspaceA pointerinto userspacehouldnever be simply
dereferenceddatashouldbe copiedusingtheseroutines Both return- EFAULT or O.

copy_to_user () andcopy_from user () aremoregeneralthey copy anarbitrary
amountof datato andfrom userspace.

Caution

Unlike put _user () and get _user (), they return the amount of
uncopied data (ie. O still means success).

[Yes,this moronicinterfacemakesme cringe.Pleasesubmita patchandbecomemy
hero—RR.]

Thefunctionsmay sleepimplicitly . This shouldnever be calledoutsideusercontext (it
makesno sense)with interruptsdisabledor a spinlockheld.

6.3. knmal | oc() /kfree(
| ncl ude/ |l 1 nux/ sl ab.
[MAY SLEEP:SEEBELOW]

Theseroutinesareusedto dynamicallyrequespointeralignedchunksof memory like
mallocandfreedoin userspacdyutkmal | oc() takesanextraflagword. Important
values:

GFP_KERNEL

May sleepandswapto free memory Only allowedin usercontext, but is the most
reliableway to allocatememory
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GFP_ATOM C

Don't sleep.LessreliablethanGFP_KERNEL, but may be calledfrom interrupt
context. You shouldreally have a goodout-of-memoryerrorhandlingstrateyy.

GFP_DMA

AllocateISA DMA lowerthan16MB. If youdon't know whatthatis youdon't
needit. Very unreliable.

If youseeakmem_grev: Callednonatomicallyfrom int warningmessaggou calleda
memoryallocationfunctionfrom interruptcontext without G-P_ATOM C. You should
really fix that.Run,don’t walk.

If you areallocatingatleastPAGE_SI ZE (i ncl ude/ asnif page. h) bytes,consider
using__get _free_pages() (i ncl ude/linux/ nm h). It takesanorderargument(O
for pagesized,1 for doublepage 2 for four pagesetc.)andthe samememorypriority
flagword asabove.

If you areallocatingmorethana pageworth of bytesyou canusevmal | oc() . It'll
allocatevirtual memoryin thekernelmap.This blockis not contiguousn physical
memory but theMMU malesit look like it is for you (soit’ Il only look contiguougo
the CPUs,notto externaldevice drivers).If youreally needlarge physicallycontiguous
memoryfor someweird device, you have a problem:it is poorly supportedn Linux
becauseaftersometime memoryfragmentationn arunningkernelmakesit hard.The
bestway is to allocatethe block earlyin the bootprocessiia theal | oc_boot memn()
routine.

Beforeinventingyour own cacheof often-usedbjectsconsidemusingaslabcachen
i nclude/linux/slab. h

6.4. current i ncl ude/ asm current. h

This globalvariable(really a macro)containsa pointerto the currenttaskstructure so
is only valid in usercontext. For example,whena processnakesa systemcall, this will
pointto thetaskstructureof the calling processilt is not NULL in interruptcontext.

15
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6.5. udel ay() /ndel ay()
|nclude/asn1deIaY
| ncl ude/ | i nux/ del ay. h

Theudel ay() functioncanbeusedfor smallpausesDo not uselargevalueswith
udel ay() asyourisk overflow - thehelperfunctionndel ay() is usefulhere,or even
considerschedul e_ti meout ().

6.6.
| ocal irqg_ save(%/local_irq_restore()
| ncl ude/ asnf system h

Theseroutinesdisablehardinterruptsonthelocal CPU,andrestorethem.They are
reentrantsaving the previousstatein their oneunsi gned | ong fl ags agument.If
you know thatinterruptsareenabledyou cansimply usel ocal _i rq_di sabl e() and
| ocal _irq_enable().

6.7.
| ocal _bh_di sabl e()/l ocal bh_enabl e()
| ncl ude/asnf softirqg.h

Theseroutinesdisablesoftinterruptsonthelocal CPU,andrestorethem.They are
reentrantjf softinterruptsweredisabledbefore,they will still bedisabledafterthis
pair of functionshasbeencalled. They preventsoftirgs,taskletsandbottomhalves
from runningon the currentCPU.

6.8.
SNp_processor |d(ycpu [ nunber /| ogi cal ] _map(

i nclT ude/ asni snp. h

snp_processor _i d() returnsthe currentprocessonumberbetweerD and
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NR_CPUS(themaximumnumberof CPUssupporteddy Linux, currently32). These
valuesarenot necessarilyontinuousto geta numberbetweer0 and

snp_num cpus() (thenumberof actualprocessor# this machine)the
cpu_nunber _map() functionis usedto maptheprocessord to alogical number
cpu_l ogi cal _map() doesthereverse.

6.9. init/__exit/__initdata
| nclude/lTnux/init. h

After boot,the kernelfreesup a specialsection;functionsmarkedwith __initanddata
structuresnarkedwith __initdataaredroppedafterbootis complete(within modules
thisdirectiveis currentlyignored).  exit is usedto declareafunctionwhichis only
requiredon exit: thefunctionwill bedroppedf thisfile is notcompiledasa module.
Seetheheadefile for use.Notethatit makesno sensdor afunctionmarkedwith
__init to beexportedto moduleswith EXPORT_SYMBOL() - thiswill break.

Staticdatastructuresnarkedas__initdatamustbeinitialised (asopposedo ordinary
staticdatawhichis zeroedBSS)andcannotbe const.

6.10. initcall ()/nodul e_init()
i nclude/linux/init.h

Many partsof the kernelarewell senedasa module(dynamically-loadabl@artsof the
kernel).Usingthenodul e_i ni t () andnodul e_exi t () macrost is easyto write
codewithout #ifdefswhich canoperatebothasa moduleor built into thekernel.

Thenodul e_i ni t () macrodefineswhich functionis to be calledat moduleinsertion
time (if thefile is compiledasamodule),or atboottime:if thefile is notcompiledasa
modulethenodul e_i ni t () macrobecomegquvalentto __i nitcal | (), which
throughlinker magicensureshatthefunctionis calledonboot.

Thefunctioncanreturna negative errornumberto causemoduleloadingto fail
(unfortunatelythis hasno effectif themoduleis compiledinto thekernel).For
modulesthisis calledin usercontext, with interruptsenabledandthe kernellock held,

17
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soit cansleep.

6.11. nodul e_exi t ()
i nclude/linux/init.h

This macrodefinesthe functionto be calledat moduleremoval time (or never, in the
caseof thefile compiledinto the kernel).It will only be calledif the moduleusage
counthasreachedzero.This functioncanalsosleep but cannoftfail: everythingmust
becleanedup by thetimeit returns.

6.12.
MOD | NC_USE_ COUNT/MOD DEC USE_ COUNT
| ncTude/ | i nux/ nodul e. h

Thesemanipulatehe moduleusagecount,to protectagainsremoval (a modulealso
cant beremovedif anothemoduleusesoneof its exportedsymbols:seebelow). Every
referenceo the modulefrom usercontect shouldbereflectedby this counter(e.g.for
every datastructureor soclet) beforethefunctionsleepsTo quoteTim Waugh:

/[* THHS | S BAD */
foo_open (...)

{
stuff..
if (fail)
return - EBUSY;
sl eep.. (mght get unloaded here)
stuff..
MOD_| NC_USE_COUNT;
return O;
}

/[* THHS IS GOOD /
foo_open (...)

{
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MOD | NC_USE_COUNT;

stuff..

if (fail) {
MOD _DEC USE COUNT;
return - EBUSY;

}

sl eep.. (safe now)
stuff..
return O;

You canoftenavoid having to dealwith theseproblemsby usingtheowner field of
thefile_operationstructure Setthis field asthemacroTHIS _ MODULE.

For morecomplicatednoduleunloadlocking requirementsyou cansetthe
can_unl oad functionpointerto your own routine,which shouldreturnO if the
moduleis unloadablepr -EBUSY otherwise.

19



Chapter 7. Wait Queues
| ncl ude/ | i nux/wait.h

[SLEEPS]

A wait queues usedto wait for someonéo wake you up whena certainconditionis
true. They mustbe usedcarefullyto ensurethereis no racecondition.You declarea
wait_queue_head_andthenprocessewhich wantto wait for thatconditiondeclarea
wait_queue_teferringto themseles,andplacethatin thequeue.

7.1. Declaring

You declareawait_queue_head usingthe DECLARE_WAI T_QUEUE_HEAD() macro,
or usingthei ni t _wai t queue_head() routinein yourinitialization code.

7.2. Queuing

Placingyourselfin thewaitqueuds fairly comple, becausezou mustput yourselfin
the queuebeforecheckingthe condition. Thereis amacroto do this:

wait _event _interruptible() include/linux/sched. h Thefirstagumentis
thewait queuehead,andthe seconds anexpressionwhichis evaluatedthe macro
returnsO whenthis expressionis true,or -ERESTARTSYSIf asignalis receved.The
wai t _event () versionignoressignals.

Do notusethesl eep_on() functionfamily - it is very easyto accidentallyintroduce
races;almostcertainlyoneof thewai t _event () family will do, or aloop around
schedul e_ti meout () . If youchooseo looparoundschedul e_ti neout ()
remembelou mustsetthetaskstate(with set _current _st at e() ) oneachiteration
to avoid busy-looping.

20



Chapter7. Wait Queues ncl ude/ I i nux/wai t . h

7.3. Waking Up Queued Tasks

Callwake_up() i ncl ude/ | i nux/ sched. h;, whichwill wake up every processn
thequeueTheexceptionis if onehasTASK _EXCLUSI VE set,in which casethe
remaindeof the queuewill not bewoken.

21



Chapter 8. Atomic Operations

Certainoperationsareguarantee@tomicon all platforms.Thefirst classof operations
work onatomic_ti ncl ude/ asn at oni c. h; this containsa signedinteger (atleast24
bitslong), andyou mustusethesefunctionsto manipulateor readatomic_tvariables.
atom c_read() andat om c_set () getandsetthecounterat oni c_add(),

atom c_sub(),atoni c_inc(),atoni c_dec(),andat oni c_dec_and_test ()
(returnstrueif it wasdecrementetb zero).

Yes.It returnstrue(i.e. != 0) if theatomicvariableis zero.

Notethatthesefunctionsareslowerthannormalarithmetic,andso shouldnot be used
unnecessarilyOn someplatformsthey aremuchslower, like 32-bit Sparcwherethey
useaspinlock.

Thesecondclassof atomicoperationss atomicbit operationnalong, definedin

i ncl ude/ asnl bi t ops. h. Theseoperationgenerallytake a pointerto thebit pattern,
andabit number:0 is theleastsignificantbit. set _bit (), cl ear_bit () and
change_bi t () set,clear andflip thegivenbit.t est _and_set _bit (),

test _and_cl ear _bit () andtest_and_change_bit () dothesamething, except
returntrueif thebit waspreviously set;theseareparticularlyusefulfor very simple
locking.

It is possibleto call theseoperationswith bit indicesgreaterthanBITS _PER_LONG.
Theresultingbehaior is strangeon big-endianplatformsthoughsoit is agoodidea
notto dothis.

Notethatthe orderof bits depend®nthearchitectureandin particular the bitfield
passedo theseoperationsnustbe atleastaslargeasalong.

22



Chapter 9. Symbols

Within the kernelproper the normallinking rulesapply (ie. unlessa symbolis declared
to befile scopewith the statickeyword, it canbe usedarnywherein the kernel).
However, for modulesa specialexportedsymboltableis keptwhich limits theentry
pointsto thekernelproper Modulescanalsoexportsymbols.

9.1. EXPORT_SYMBOL()
I ncl ude/ | imux/ nodul e. h

This s theclassicmethodof exportinga symbol,andit worksfor bothmodulesand
non-modulesln thekernelall thesedeclarationgreoftenbundledinto a singlefile to
helpgenksymgwhich searchesourcefiles for thesedeclarations)Seethecomment
on genksymsandMakefilesbelow.

9.2. EXPORT_SYMTAB

For conveniencea moduleusuallyexportsall non-file-scopesymbols(ie. all thosenot
declaredstatic).If thisis definedbeforei ncl ude/ | i nux/ nodul e. his included,then
only symbolsexplicit exportedwith EXPORT_SYMBOL() will beexported.

23



Chapter 10. Routines and
Conventions

10.1. Double-linked lists
| nclude/linux/list.h

Therearethreesetsof linked-listroutinesin thekernelheadersbut this oneseemsdo
bewinning out (andLinus hasusedit). If youdon’t have someparticularpressingneed
for asinglelist, it'sagoodchoice.In fact,| don't carewhethernt’sagoodchoiceor
not, just useit sowe cangetrid of the others.

10.2. Return Conventions

For codecalledin usercontext, it' s very commonto defy C corvention,andreturnO for
successandanegative errornumber(eg. -EFAULT) for failure. This canbe unintuitive
atfirst, but it’ sfairly widespreadn the networking code,for example.

ThefilesystemcodeusesERR _PTR() i ncl ude/ | i nux/ f s. h; to encodea negative
errornumberinto apointer andl S_ERR() andPTR_ERR() to getit backoutagain:
avoidsa separatgointerparametefor theerrornumberlcky, but in agoodway.

10.3. Breaking Compilation

Linus andthe otherdeveloperssometimegshangefunctionor structurenamesn
developmentkernelsithisis not donejustto keepeveryoneontheir toes:it reflectsa
fundamentathanggeg. cannolongerbe calledwith interruptson, or doesextra
checkspor doesnt do checkswhichwerecaughtbefore).Usuallythisis accompanied
by afairly completenoteto thelinux-kernelmailing list; searctthearchive. Simply
doingaglobalreplaceonthefile usuallymakesthingsworse

24
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10.4. Initializing structure members

The preferredmethodof initializing structuress to usethe gccLabeledElements
extension,gg:

static struct bl ock _device operations opt _fops = {

open: opt _open,

rel ease: opt _rel ease
ioctl: opt _ioctl,

check _nedi a_change: opt _nedi a_change,

This makesit easyto grepfor, andmakesit clearwhich structurefieldsareset.You
shoulddo this becauseét lookscool.

10.5. GNU Extensions

GNU Extensionsareexplicitly allowedin the Linux kernel.Notethatsomeof themore
complex onesarenotvery well supporteddueto lack of generaluse,but thefollowing
areconsideredtandardseethe GCCinfo pagesection'C Extensions'for moredetails
- Yes,really theinfo page the manpageis only a shortsummaryof the stuff in info):

« Inline functions

- Statemenexpressiongie. the ({ and}) constructs).

- Declaringattributesof afunction/ variable/ type (__attritute )
- Labeledelements

.« typeof

- Zerolengtharrays

« Macrovarags

« Arithmetic onvoid pointers
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- Non-Constaninitializers

- Assembleinstructiongnot outsidearch/andinclude/asm/)
« Functionnamesasstrings(__FUNCTION_ )

« __ huiltin_constant_p()

Be wary whenusinglong long in the kernel,the codegccgenerate$or it is horrible
andworse:division andmultiplicationdoesnot work oni386 becaus¢he GCCruntime
functionsfor it aremissingfrom the kernelervironment.

10.6. C++

Using C++in thekernelis usuallyabadidea,because¢he kerneldoesnot provide the
necessaryuntimeenvironmentandtheincludefiles arenottestedfor it. It is still
possible put notrecommendedf you really wantto dothis, forgetaboutexceptionsat
least.

10.7. #if

It is generallyconsideredleanerto usemacrosin headeffiles (or atthetop of .c files)
to abstraceway functionsratherthanusing‘#if * pre-processostatementghroughout
thesourcecode.



Chapter 11. Putting Your Stuff in
the Kernel

In orderto getyour stuff into shapdor official inclusion,or evento make a neatpatch,
theres administratve work to bedone:

Figureoutwhosepondyou’ve beenpissingin. Look atthetop of the sourcefiles,
insidethe MAI NTAI NERS file, andlastof all in the CREDI TS file. You should
coordinatewith this personto make sureyou'’re not duplicatingeffort, or trying
somethinghat’s alreadybeenrejected.

Make sureyou putyour nameandEMail addresstthetop of ary files you createor
manglesignificantly Thisis thefirst placepeoplewill look whenthey find abug, or
whenthey wantto make achange.

Usuallyyouwanta configurationoptionfor your kernelhack.Edit Confi g. i nin
theappropriatadirectory(but underar ch/ it'scalledconfi g. i n). The Config
Languagausedis not bash.eventhoughit lookslik e bashjthe safeway is to useonly
the constructghatyou alreadyseein Confi g. i n files (see

Docunent at i on/ kbui | d/ confi g- | anguage. t xt ). It'sgoodto run"make
xconfig" atleastonceto test(becausdt’ stheonly onewith a staticparser).

Variableswvhich canbeY or N useboolfollowedby ataglineandthe configdefine
name(which muststartwith CONFIG_).Thetristatefunctionis the same put allows
theanswemM (which definesCONFIG_foo_MODULEin your source jnsteadof
CONFIG_FOO)f CONFIG_MODULESIs enabled.

You maywell wantto make your CONFIG optiononly visible if
CONFIG_EXPERIMENAL is enabledthis senesasawarningto users-There
mary otherfang thingsyou cando: seethevariousConf i g. i n filesfor ideas.

EdittheMakefi | e: the CONFIGvariablesareexportedheresoyou can
conditionalizecompilationwith ‘ifeq’. If yourfile exportssymbolsthenaddthe
namedo MX_0BJS or OX_OBJS insteadof M_OBJS or O_0BJS, sothatgenksyms
will find them.
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Documentyour optionin Documentation/Configure.helMentionincompatibilities
andissuedhere. Definitely endyour descriptionwith “ if in doubt,sayN " (or,
occasionally'Y”); thisis for peoplewho have noideawhatyou aretalking about.

Putyourselfin CREDI TS if you've donesomethinghotenorthy, usuallybeyonda
singlefile (your nameshouldbeatthetop of the sourcefiles anyway). MAI NTAI NERS
meansyou wantto be consultedvhenchangesremadeto a subsystemandhear
aboutbugs;it impliesamore-than-passingpmmitmento somepartof the code.

Finally, don't forgetto readDocunent at i on/ Subni t t i ngPat ches andpossibly
Docunent ati on/ Submi ttingDrivers.



Chapter 12. Kernel Cantrips

Somefavoritesfrom browsingthe source Feelfreeto addto this list.

i ncl ude/l'i nux/ brl ock. h;:

extern inline void br_read | ock (enum brl ock_indi ces idx)
{

/*

* This causes a link-tine bug nessage if an

* invalid index is used:

*/

if (idx >= __ BR _END)

__br I ock_usage bug();

read | ock(& brlock array[snmp_processor _id()][idx]);

i ncl ude/li nux/fs.h:

* Kernel pointers have redundant information, so we can use a
* scherme where we can return either an error code or a dentry
* pointer with the sane return val ue.

* This should be a per-architecture thing, to allow different
* error and pointer decisions.

*/

#define ERR PTR(err) ((void *)((long)(err)))
#define PTR_ERR(ptr) ((long)(ptr))

#define | S ERR(ptr) ((unsigned long)(ptr) > (un-

si gned | ong) (-1000))
i ncl ude/ asmi 386/ uaccess. h:

#define copy _to user(to,fromn) \

29
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(__builtin_constant_p(n) ? \
__constant_copy_to_user((to),(from,(n)) : \
__generic_copy_to_user((to),(from, (n)))

arch/ sparc/ kernel / head. S:

/*
* Sun people can’t spell worth dam. "conpatability" indeed.
* At | east we *know* we can’t spell, and use a spell-checker.
*/

/[* Uh, actually Linus it is | who cannot spell. Too rmuch nmurky
* Sparc assenbly will do this to ya.

*/

C LABEL(cputypvar):
.asciz "conpatability"

/* Tested on SS-5, SS-

10. Probably soneone at Sun applied a spell-checker. */
.align 4

C LABEL( cput ypvar_sun4m :
.asciz "compati bl e"

arch/sparc/lib/checksum S:

/[* Sun, you just can’t beat nme, you just can’t. Stop try-

i ng,

* give up. I'mserious, | amgoing to kick the liv-
ing shit

* out of you, gane over, |ights out.

*/
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Thanksto Andi Kleenfor theidea,answeringmy questionsfixing my mistakes,filling
contentetc. Philipp Rumpffor morespellingandclarity fixes,andsomeexcellent
non-olviouspoints.WernerAlmesbegerfor giving mea greatsummaryof

di sabl e_i rq() , andJesSorensemndAndreaArcangeliaddedcaveats.Michael
ElizabethChastairfor checkingandaddingto the Configuresection.TelsaGwynnefor
teachingme DocBook.
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