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Chapter 1. Introduction
Welcome,gentlereader, to Rusty’sUnreliableGuideto Linux KernelHacking.This
documentdescribesthecommonroutinesandgeneralrequirementsfor kernelcode:its
goalis to serveasaprimerfor Linux kerneldevelopmentfor experiencedC
programmers.I avoid implementationdetails:that’swhatthecodeis for, andI ignore
wholetractsof usefulroutines.

Beforeyou readthis,pleaseunderstandthatI neverwantedto write this document,
beinggrosslyunder-qualified,but I alwayswantedto readit, andthiswastheonly way.
I hopeit will grow into acompendiumof bestpractice,commonstartingpointsand
randominformation.
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Chapter 2. The Players
At any timeeachof theCPUsin asystemcanbe:

• notassociatedwith any process,servinga hardwareinterrupt;

• notassociatedwith any process,servinga softirq, taskletor bh;

• runningin kernelspace,associatedwith a process;

• runningaprocessin userspace.

Thereis astrict orderingbetweenthese:otherthanthelastcategory (userspace)each
canonly bepre-emptedby thoseabove.For example,while a softirq is runningona
CPU,noothersoftirqwill pre-emptit, but ahardwareinterruptcan.However, any other
CPUsin thesystemexecuteindependently.

We’ll seeanumberof waysthattheusercontext canblock interrupts,to becometruly
non-preemptable.

2.1. User Context
Usercontext is whenyouarecomingin from asystemcall or othertrap:you cansleep,
andyouown theCPU(exceptfor interrupts)until youcall schedule(). In other
words,usercontext (unlikeuserspace)is notpre-emptable.

Note: You are always in user context on module load and unload, and on
operations on the block device layer.

In usercontext, thecurrent pointer(indicatingthetaskwearecurrentlyexecuting)is
valid, andin_interrupt() (include/asm/hardirq.h) is false.
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Chapter2. ThePlayers

Caution
Beware that if you have interrupts or bottom halves disabled (see
below), in_interrupt() will return a false positive.

2.2. Hardware Interrupts (Hard IRQs)
Timer ticks,network cardsandkeyboardareexamplesof realhardwarewhich produce
interruptsat any time.Thekernelrunsinterrupthandlers,whichservicesthehardware.
Thekernelguaranteesthatthis handleris never re-entered:if anotherinterruptarrives,
it is queued(or dropped).Becauseit disablesinterrupts,this handlerhasto befast:
frequentlyit simplyacknowledgestheinterrupt,marksa ‘softwareinterrupt’ for
executionandexits.

You cantell you arein a hardwareinterrupt,becausein_irq() returnstrue.

Caution
Beware that this will return a false positive if interrupts are
disabled (see below).

2.3. Software Interrupt Context: Bottom
Halves, Tasklets, softirqs
Wheneverasystemcall is aboutto returnto userspace,or ahardwareinterrupthandler
exits, any ‘softwareinterrupts’whicharemarkedpending(usuallyby hardware
interrupts)arerun (kernel/softirq.c).

Much of therealinterrupthandlingwork is donehere.Early in thetransitionto SMP,
therewereonly ‘bottomhalves’ (BHs),whichdidn’t takeadvantageof multipleCPUs.
Shortlyafterweswitchedfrom wind-upcomputersmadeof match-sticksandsnot,we
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Chapter2. ThePlayers

abandonedthis limitation.

include/linux/interrupt.h lists thedifferentBH’s.No matterhow many CPUs
you have,no two BHswill run at thesametime.Thismadethetransitionto SMP
simpler, but suckshardfor scalableperformance.A very importantbottomhalf is the
timerBH (include/linux/timer.h): you canregisterto have it call functionsfor
you in agivenlengthof time.

2.3.43introducedsoftirqs,andre-implementedthe(now deprecated)BHsunderneath
them.Softirqsarefully-SMP versionsof BHs: they canrun onasmany CPUsatonce
asrequired.Thismeansthey needto dealwith any racesin shareddatausingtheirown
locks.A bitmaskis usedto keeptrackof whichareenabled,sothe32availablesoftirqs
shouldnotbeusedup lightly. (Yes, peoplewill notice).

tasklets(include/linux/interrupt.h) arelikesoftirqs,exceptthey are
dynamically-registrable(meaningyoucanhaveasmany asyouwant),andthey also
guaranteethatany taskletwill only run ononeCPUat any time,althoughdifferent
taskletscanrun simultaneously(unlikedifferentBHs).

Caution
The name ‘tasklet’ is misleading: they have nothing to do with
‘tasks’, and probably more to do with some bad vodka Alexey
Kuznetsov had at the time.

You cantell you arein a softirq (or bottomhalf, or tasklet)usingthein_softirq()
macro(include/asm/softirq.h).

Caution
Beware that this will return a false positive if a bh lock (see below)
is held.
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Chapter 3. Some Basic Rules

No memoryprotection

If youcorruptmemory, whetherin usercontext or interruptcontext, thewhole
machinewill crash.Are yousureyou can’t do whatyouwantin userspace?

No floatingpoint or MMX

TheFPUcontext is not saved;evenin usercontext theFPUstateprobablywon’t
correspondwith thecurrentprocess:you wouldmesswith someuserprocess’
FPUstate.If you really wantto do this,you wouldhave to explicitly save/restore
thefull FPUstate(andavoid context switches).It is generallyabadidea;usefixed
pointarithmeticfirst.

A rigid stacklimit

Thekernelstackis about6K in 2.2(for mostarchitectures:it’ sabout14K on the
Alpha),andsharedwith interruptssoyoucan’t useit all. Avoid deeprecursion
andhugelocalarrayson thestack(allocatethemdynamicallyinstead).

TheLinux kernelis portable

Let’s keepit thatway. Yourcodeshouldbe64-bit clean,andendian-independent.
YoushouldalsominimizeCPUspecificstuff, e.g.inline assemblyshouldbe
cleanlyencapsulatedandminimizedto easeporting.Generallyit shouldbe
restrictedto thearchitecture-dependentpartof thekerneltree.
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Chapter 4. ioctls: Not writing a new
system call
A systemcall generallylookslike this

asmlinkage int sys_mycall(int arg)
{

return 0;
}

First, in mostcasesyoudon’t wantto createa new systemcall. You createacharacter
deviceandimplementanappropriateioctl for it. This is muchmoreflexible thansystem
calls,doesn’t have to beenteredin everyarchitecture’sinclude/asm/unistd.h and
arch/kernel/entry.S file, andis muchmorelikely to beacceptedby Linus.

If all your routinedoesis reador write someparameter, considerimplementinga
sysctl interfaceinstead.

Insidetheioctl you’re in usercontext to aprocess.Whenaerroroccursyou returna
negatederrno(seeinclude/linux/errno.h), otherwiseyou return0.

After you sleptyoushouldcheckif asignaloccurred:theUnix/Linux wayof handling
signalsis to temporarilyexit thesystemcall with the-ERESTARTSYS error. Thesystem
call entrycodewill switchbackto usercontext, processthesignalhandlerandthen
your systemcall will berestarted(unlesstheuserdisabledthat).Soyou shouldbe
preparedto processtherestart,e.g.if you’re in themiddleof manipulatingsomedata
structure.

if (signal_pending())
return -ERESTARTSYS;

If you’redoinglongercomputations:first think userspace.If you reallywantto do it in
kernelyoushouldregularlycheckif you needto giveup theCPU(rememberthereis
cooperativemultitaskingperCPU).Idiom:
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Chapter4. ioctls: Not writing a new systemcall

if (current->need_resched)
schedule(); /* Will sleep */

A shortnoteon interfacedesign:theUNIX systemcall mottois "Providemechanism
notpolicy".
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Chapter 5. Recipes for Deadlock
You cannotcall any routineswhich maysleep,unless:

• Youarein usercontext.

• Youdo notown any spinlocks.

• Youhave interruptsenabled(actually, Andi Kleensaysthattheschedulingcodewill
enablethemfor you,but that’sprobablynot whatyou wanted).

Notethatsomefunctionsmaysleepimplicitly: commononesaretheuserspaceaccess
functions(*_user)andmemoryallocationfunctionswithoutGFP_ATOMIC.

You will eventuallylock up yourbox if you breaktheserules.

Really.
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Chapter 6. Common Routines

6.1. printk() include/linux/kernel.h

printk() feedskernelmessagesto theconsole,dmesg,andthesyslogdaemon.It is
usefulfor debuggingandreportingerrors,andcanbeusedinsideinterruptcontext, but
usewith caution:amachinewhich hasits consolefloodedwith printk messagesis
unusable.It usesa formatstringmostlycompatiblewith ANSI C printf, andC string
concatenationto give it afirst "priority" argument:

printk(KERN_INFO "i = %u\n", i);

Seeinclude/linux/kernel.h; for otherKERN_values;theseareinterpretedby
syslogasthelevel. Specialcase:for printing anIP addressuse

__u32 ipaddress;
printk(KERN_INFO "my ip: %d.%d.%d.%d\n", NIPQUAD(ipaddress));

printk() internallyusesa1K buffer anddoesnotcatchoverruns.Makesurethatwill
beenough.

Note: You will know when you are a real kernel hacker when you start typoing
printf as printk in your user programs :)

Note: Another sidenote: the original Unix Version 6 sources had a comment on
top of its printf function: "Printf should not be used for chit-chat". You should follow
that advice.
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Chapter6. CommonRoutines

6.2. copy_[to/from]_user() / get_user() /
put_user() include/asm/uaccess.h

[SLEEPS]

put_user() andget_user() areusedto getandputsinglevalues(suchasanint,
char, or long) from andto userspace.A pointerinto userspaceshouldneverbesimply
dereferenced:datashouldbecopiedusingtheseroutines.Both return-EFAULT or 0.

copy_to_user() andcopy_from_user() aremoregeneral:they copy anarbitrary
amountof datato andfrom userspace.

Caution
Unlike put_user() and get_user(), they return the amount of
uncopied data (ie. 0 still means success).

[Yes,this moronicinterfacemakesmecringe.Pleasesubmitapatchandbecomemy
hero–RR.]

Thefunctionsmaysleepimplicitly. Thisshouldneverbecalledoutsideusercontext (it
makesnosense),with interruptsdisabled,or aspinlockheld.

6.3. kmalloc()/kfree()
include/linux/slab.h

[MAYSLEEP:SEEBELOW]

Theseroutinesareusedto dynamicallyrequestpointer-alignedchunksof memory, like
mallocandfreedo in userspace,but kmalloc() takesanextraflag word. Important
values:

GFP_KERNEL

May sleepandswapto freememory. Only allowedin usercontext, but is themost
reliableway to allocatememory.
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Chapter6. CommonRoutines

GFP_ATOMIC

Don’t sleep.LessreliablethanGFP_KERNEL, but maybecalledfrom interrupt
context. You shouldreally havea goodout-of-memoryerror-handlingstrategy.

GFP_DMA

AllocateISA DMA lower than16MB. If youdon’t know whatthatis youdon’t
needit. Veryunreliable.

If you seeakmem_grow: Callednonatomicallyfrom int warningmessageyoucalleda
memoryallocationfunctionfrom interruptcontext withoutGFP_ATOMIC. You should
really fix that.Run,don’t walk.

If youareallocatingat leastPAGE_SIZE (include/asm/page.h) bytes,consider
using__get_free_pages() (include/linux/mm.h). It takesanorderargument(0
for pagesized,1 for doublepage,2 for four pagesetc.)andthesamememorypriority
flag wordasabove.

If youareallocatingmorethanapageworth of bytesyoucanusevmalloc(). It’ ll
allocatevirtual memoryin thekernelmap.Thisblock is not contiguousin physical
memory, but theMMU makesit look like it is for you (soit’ ll only look contiguousto
theCPUs,not to externaldevicedrivers).If you reallyneedlargephysicallycontiguous
memoryfor someweirddevice,youhavea problem:it is poorlysupportedin Linux
becauseaftersometimememoryfragmentationin a runningkernelmakesit hard.The
bestway is to allocatetheblockearlyin thebootprocessvia thealloc_bootmem()
routine.

Beforeinventingyour own cacheof often-usedobjectsconsiderusingaslabcachein
include/linux/slab.h

6.4. current include/asm/current.h

Thisglobalvariable(reallyamacro)containsapointerto thecurrenttaskstructure,so
is only valid in usercontext. For example,whenaprocessmakesasystemcall, thiswill
point to thetaskstructureof thecallingprocess.It is not NULL in interruptcontext.
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Chapter6. CommonRoutines

6.5. udelay()/mdelay()
include/asm/delay.h
include/linux/delay.h

Theudelay() functioncanbeusedfor smallpauses.Do notuselargevalueswith
udelay() asyou risk overflow - thehelperfunctionmdelay() is usefulhere,or even
considerschedule_timeout().

6.6.
local_irq_save()/local_irq_restore()
include/asm/system.h

Theseroutinesdisablehardinterruptson thelocal CPU,andrestorethem.They are
reentrant;saving thepreviousstatein their oneunsigned long flags argument.If
you know thatinterruptsareenabled,youcansimplyuselocal_irq_disable() and
local_irq_enable().

6.7.
local_bh_disable()/local_bh_enable()
include/asm/softirq.h

Theseroutinesdisablesoft interruptson thelocal CPU,andrestorethem.They are
reentrant;if soft interruptsweredisabledbefore,they will still bedisabledafterthis
pair of functionshasbeencalled.They preventsoftirqs,taskletsandbottomhalves
from runningon thecurrentCPU.

6.8.
smp_processor_id()/cpu_[number/logical]_map()
include/asm/smp.h

smp_processor_id() returnsthecurrentprocessornumber, between0 and
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Chapter6. CommonRoutines

NR_CPUS(themaximumnumberof CPUssupportedby Linux, currently32).These
valuesarenotnecessarilycontinuous:to geta numberbetween0 and
smp_num_cpus() (thenumberof actualprocessorsin this machine),the
cpu_number_map() functionis usedto maptheprocessorid to a logicalnumber.
cpu_logical_map() doesthereverse.

6.9. __init/__exit/__initdata
include/linux/init.h

After boot,thekernelfreesup aspecialsection;functionsmarkedwith __init anddata
structuresmarkedwith __initdataaredroppedafterbootis complete(within modules
this directive is currentlyignored).__exit is usedto declarea functionwhich is only
requiredon exit: thefunctionwill bedroppedif this file is not compiledasamodule.
Seetheheaderfile for use.Notethatit makesnosensefor a functionmarkedwith
__init to beexportedto moduleswith EXPORT_SYMBOL() - this will break.

Staticdatastructuresmarkedas__initdatamustbeinitialised(asopposedto ordinary
staticdatawhich is zeroedBSS)andcannotbeconst.

6.10. __initcall()/module_init()
include/linux/init.h

Many partsof thekernelarewell servedasamodule(dynamically-loadablepartsof the
kernel).Usingthemodule_init() andmodule_exit() macrosit is easyto write
codewithout #ifdefswhich canoperatebothasamoduleor built into thekernel.

Themodule_init() macrodefineswhich functionis to becalledat moduleinsertion
time (if thefile is compiledasamodule),or at boottime: if thefile is not compiledasa
modulethemodule_init() macrobecomesequivalentto __initcall(), which
throughlinkermagicensuresthatthefunctionis calledonboot.

Thefunctioncanreturnanegativeerrornumberto causemoduleloadingto fail
(unfortunately, thishasno effect if themoduleis compiledinto thekernel).For
modules,this is calledin usercontext, with interruptsenabled,andthekernellock held,
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Chapter6. CommonRoutines

soit cansleep.

6.11. module_exit()
include/linux/init.h

Thismacrodefinesthefunctionto becalledat moduleremoval time (or never, in the
caseof thefile compiledinto thekernel).It will only becalledif themoduleusage
counthasreachedzero.This functioncanalsosleep,but cannotfail: everythingmust
becleanedup by thetime it returns.

6.12.
MOD_INC_USE_COUNT/MOD_DEC_USE_COUNT
include/linux/module.h

Thesemanipulatethemoduleusagecount,to protectagainstremoval (amodulealso
can’t beremovedif anothermoduleusesoneof its exportedsymbols:seebelow). Every
referenceto themodulefrom usercontext shouldbereflectedby this counter(e.g.for
everydatastructureor socket)beforethefunctionsleeps.To quoteTim Waugh:

/* THIS IS BAD */
foo_open (...)
{

stuff..
if (fail)

return -EBUSY;
sleep.. (might get unloaded here)
stuff..
MOD_INC_USE_COUNT;
return 0;

}

/* THIS IS GOOD /
foo_open (...)
{

18



Chapter6. CommonRoutines

MOD_INC_USE_COUNT;
stuff..
if (fail) {

MOD_DEC_USE_COUNT;
return -EBUSY;

}
sleep.. (safe now)
stuff..
return 0;

}

You canoftenavoid having to dealwith theseproblemsby usingtheowner field of
thefile_operationsstructure.Setthisfield asthemacroTHIS_MODULE.

For morecomplicatedmoduleunloadlocking requirements,you cansetthe
can_unload functionpointerto your own routine,whichshouldreturn0 if the
moduleis unloadable,or -EBUSY otherwise.
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Chapter 7. Wait Queues
include/linux/wait.h

[SLEEPS]

A wait queueis usedto wait for someoneto wakeyouup whena certainconditionis
true.They mustbeusedcarefullyto ensurethereis no racecondition.Youdeclarea
wait_queue_head_t,andthenprocesseswhichwantto wait for thatconditiondeclarea
wait_queue_treferringto themselves,andplacethatin thequeue.

7.1. Declaring
You declareawait_queue_head_tusingtheDECLARE_WAIT_QUEUE_HEAD() macro,
or usingtheinit_waitqueue_head() routinein your initialization code.

7.2. Queuing
Placingyourselfin thewaitqueueis fairly complex, becauseyoumustput yourselfin
thequeuebeforecheckingthecondition.Thereis amacroto do this:
wait_event_interruptible() include/linux/sched.h Thefirst argumentis
thewait queuehead,andthesecondis anexpressionwhich is evaluated;themacro
returns0 whenthis expressionis true,or -ERESTARTSYSif asignalis received.The
wait_event() versionignoressignals.

Do notusethesleep_on() functionfamily - it is veryeasyto accidentallyintroduce
races;almostcertainlyoneof thewait_event() family will do,or a looparound
schedule_timeout(). If youchooseto looparoundschedule_timeout()
rememberyoumustsetthetaskstate(with set_current_state()) oneachiteration
to avoid busy-looping.
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Chapter7. Wait Queuesinclude/linux/wait.h

7.3. Waking Up Queued Tasks
Call wake_up() include/linux/sched.h;, whichwill wakeup everyprocessin
thequeue.Theexceptionis if onehasTASK_EXCLUSIVE set,in whichcasethe
remainderof thequeuewill not bewoken.
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Chapter 8. Atomic Operations
Certainoperationsareguaranteedatomicon all platforms.Thefirst classof operations
work onatomic_tinclude/asm/atomic.h; thiscontainsa signedinteger(at least24
bits long),andyoumustusethesefunctionsto manipulateor readatomic_tvariables.
atomic_read() andatomic_set() getandsetthecounter, atomic_add(),
atomic_sub(), atomic_inc(), atomic_dec(), andatomic_dec_and_test()
(returnstrueif it wasdecrementedto zero).

Yes.It returnstrue(i.e. != 0) if theatomicvariableis zero.

Notethatthesefunctionsareslower thannormalarithmetic,andsoshouldnot beused
unnecessarily. On someplatformsthey aremuchslower, like32-bitSparcwherethey
useaspinlock.

Thesecondclassof atomicoperationsis atomicbit operationsona long,definedin
include/asm/bitops.h. Theseoperationsgenerallytakeapointerto thebit pattern,
andabit number:0 is theleastsignificantbit. set_bit(), clear_bit() and
change_bit() set,clear, andflip thegivenbit. test_and_set_bit(),
test_and_clear_bit() andtest_and_change_bit() do thesamething,except
returntrueif thebit waspreviouslyset;theseareparticularlyusefulfor verysimple
locking.

It is possibleto call theseoperationswith bit indicesgreaterthanBITS_PER_LONG.
Theresultingbehavior is strangeon big-endianplatformsthoughsoit is agoodidea
not to do this.

Notethattheorderof bits dependson thearchitecture,andin particular, thebitfield
passedto theseoperationsmustbeat leastaslargeasa long.
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Chapter 9. Symbols
Within thekernelproper, thenormallinking rulesapply(ie. unlessasymbolis declared
to befile scopewith thestatickeyword, it canbeusedanywherein thekernel).
However, for modules,aspecialexportedsymboltableis keptwhich limits theentry
pointsto thekernelproper. Modulescanalsoexport symbols.

9.1. EXPORT_SYMBOL()
include/linux/module.h

This is theclassicmethodof exportingasymbol,andit worksfor bothmodulesand
non-modules.In thekernelall thesedeclarationsareoftenbundledinto asinglefile to
helpgenksyms(which searchessourcefiles for thesedeclarations).Seethecomment
on genksymsandMakefilesbelow.

9.2. EXPORT_SYMTAB
For convenience,amoduleusuallyexportsall non-file-scopesymbols(ie. all thosenot
declaredstatic).If this is definedbeforeinclude/linux/module.h is included,then
only symbolsexplicit exportedwith EXPORT_SYMBOL() will beexported.
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Chapter 10. Routines and
Conventions

10.1. Double-linked lists
include/linux/list.h

Therearethreesetsof linked-listroutinesin thekernelheaders,but this oneseemsto
bewinning out (andLinushasusedit). If youdon’t havesomeparticularpressingneed
for asinglelist, it’ sagoodchoice.In fact,I don’t carewhetherit’ sagoodchoiceor
not, just useit sowecangetrid of theothers.

10.2. Return Conventions
For codecalledin usercontext, it’ sverycommonto defyC convention,andreturn0 for
success,andanegativeerrornumber(eg. -EFAULT) for failure.Thiscanbeunintuitive
at first, but it’ s fairly widespreadin thenetworkingcode,for example.

ThefilesystemcodeusesERR_PTR() include/linux/fs.h; to encodeanegative
errornumberinto apointer, andIS_ERR() andPTR_ERR() to getit backout again:
avoidsaseparatepointerparameterfor theerrornumber. Icky, but in a goodway.

10.3. Breaking Compilation
Linusandtheotherdeveloperssometimeschangefunctionor structurenamesin
developmentkernels;this is not donejust to keepeveryoneon their toes:it reflectsa
fundamentalchange(eg. canno longerbecalledwith interruptson,or doesextra
checks,or doesn’t do checkswhichwerecaughtbefore).Usuallythis is accompanied
by a fairly completenoteto thelinux-kernelmailing list; searchthearchive.Simply
doingaglobalreplaceon thefile usuallymakesthingsworse.
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Chapter10.RoutinesandConventions

10.4. Initializing structure members
Thepreferredmethodof initializing structuresis to usethegccLabeledElements
extension,eg:

static struct block_device_operations opt_fops = {
open: opt_open,
release: opt_release,
ioctl: opt_ioctl,
check_media_change: opt_media_change,

};

Thismakesit easyto grepfor, andmakesit clearwhich structurefieldsareset.You
shoulddo this becauseit lookscool.

10.5. GNU Extensions
GNU Extensionsareexplicitly allowedin theLinux kernel.Notethatsomeof themore
complex onesarenotverywell supported,dueto lackof generaluse,but thefollowing
areconsideredstandard(seetheGCCinfo pagesection"C Extensions"for moredetails
- Yes,really theinfo page,themanpageis only ashortsummaryof thestuff in info):

• Inline functions

• Statementexpressions(ie. the({ and}) constructs).

• Declaringattributesof a function/ variable/ type(__attribute__)

• Labeledelements

• typeof

• Zerolengtharrays

• Macrovarargs

• Arithmeticon void pointers
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Chapter10.RoutinesandConventions

• Non-Constantinitializers

• AssemblerInstructions(not outsidearch/andinclude/asm/)

• Functionnamesasstrings(__FUNCTION__)

• __builtin_constant_p()

Be warywhenusinglong long in thekernel,thecodegccgeneratesfor it is horrible
andworse:divisionandmultiplicationdoesnotwork on i386becausetheGCCruntime
functionsfor it aremissingfrom thekernelenvironment.

10.6. C++
UsingC++ in thekernelis usuallyabadidea,becausethekerneldoesnotprovide the
necessaryruntimeenvironmentandtheincludefilesarenot testedfor it. It is still
possible,but not recommended.If you really wantto do this, forgetaboutexceptionsat
least.

10.7. #if
It is generallyconsideredcleanerto usemacrosin headerfiles (or at thetopof .c files)
to abstractaway functionsratherthanusing‘#if ’ pre-processorstatementsthroughout
thesourcecode.
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Chapter 11. Putting Your Stuff in
the Kernel
In orderto getyour stuff into shapefor official inclusion,or evento makea neatpatch,
there’s administrativework to bedone:

• Figureoutwhosepondyou’vebeenpissingin. Look at thetopof thesourcefiles,
insidetheMAINTAINERS file, andlastof all in theCREDITS file. You should
coordinatewith this personto makesureyou’renotduplicatingeffort, or trying
somethingthat’salreadybeenrejected.

Makesureyouputyour nameandEMail addressat thetopof any filesyoucreateor
manglesignificantly. This is thefirst placepeoplewill look whenthey find abug,or
whenthey wantto makeachange.

• Usuallyyouwantaconfigurationoptionfor yourkernelhack.Edit Config.in in
theappropriatedirectory(but underarch/ it’ s calledconfig.in). TheConfig
Languageusedis notbash,eventhoughit lookslikebash;thesafeway is to useonly
theconstructsthatyoualreadyseein Config.in files (see
Documentation/kbuild/config-language.txt). It’ sgoodto run"make
xconfig"at leastonceto test(becauseit’ s theonly onewith astaticparser).

VariableswhichcanbeY or N usebool followedby a taglineandtheconfigdefine
name(whichmuststartwith CONFIG_).Thetristatefunctionis thesame,but allows
theanswerM (which definesCONFIG_foo_MODULEin your source,insteadof
CONFIG_FOO)if CONFIG_MODULESis enabled.

Youmaywell wantto makeyour CONFIGoptiononly visible if
CONFIG_EXPERIMENTAL is enabled:this servesasawarningto users.There
many otherfancy thingsyou cando:seethevariousConfig.in files for ideas.

• Edit theMakefile: theCONFIGvariablesareexportedheresoyou can
conditionalizecompilationwith ‘ifeq’. If yourfile exportssymbolsthenaddthe
namesto MX_OBJS or OX_OBJS insteadof M_OBJS or O_OBJS, sothatgenksyms
will find them.
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• Documentyouroptionin Documentation/Configure.help.Mentionincompatibilities
andissueshere. Definitely endyourdescriptionwith “ if in doubt,sayN ” (or,
occasionally, ‘Y’); this is for peoplewho haveno ideawhatyouaretalking about.

• Putyourselfin CREDITS if you’vedonesomethingnoteworthy, usuallybeyonda
singlefile (yournameshouldbeat thetopof thesourcefilesanyway).MAINTAINERS
meansyou wantto beconsultedwhenchangesaremadeto asubsystem,andhear
aboutbugs;it impliesamore-than-passingcommitmentto somepartof thecode.

• Finally, don’t forgetto readDocumentation/SubmittingPatches andpossibly
Documentation/SubmittingDrivers.
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Chapter 12. Kernel Cantrips
Somefavoritesfrom browsingthesource.Feelfreeto addto this list.

include/linux/brlock.h:

extern inline void br_read_lock (enum brlock_indices idx)
{

/*
* This causes a link-time bug message if an
* invalid index is used:
*/
if (idx >= __BR_END)

__br_lock_usage_bug();

read_lock(&__brlock_array[smp_processor_id()][idx]);
}

include/linux/fs.h:

/*
* Kernel pointers have redundant information, so we can use a
* scheme where we can return either an error code or a dentry
* pointer with the same return value.
*
* This should be a per-architecture thing, to allow different
* error and pointer decisions.
*/
#define ERR_PTR(err) ((void *)((long)(err)))
#define PTR_ERR(ptr) ((long)(ptr))
#define IS_ERR(ptr) ((unsigned long)(ptr) > (un-

signed long)(-1000))

include/asm-i386/uaccess.h:

#define copy_to_user(to,from,n) \
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(__builtin_constant_p(n) ? \
__constant_copy_to_user((to),(from),(n)) : \
__generic_copy_to_user((to),(from),(n)))

arch/sparc/kernel/head.S:

/*
* Sun people can’t spell worth damn. "compatability" indeed.
* At least we *know* we can’t spell, and use a spell-checker.
*/

/* Uh, actually Linus it is I who cannot spell. Too much murky
* Sparc assembly will do this to ya.
*/

C_LABEL(cputypvar):
.asciz "compatability"

/* Tested on SS-5, SS-
10. Probably someone at Sun applied a spell-checker. */

.align 4
C_LABEL(cputypvar_sun4m):

.asciz "compatible"

arch/sparc/lib/checksum.S:

/* Sun, you just can’t beat me, you just can’t. Stop try-
ing,

* give up. I’m serious, I am going to kick the liv-
ing shit

* out of you, game over, lights out.
*/

30



Chapter 13. Thanks
Thanksto Andi Kleenfor theidea,answeringmy questions,fixing my mistakes,filling
content,etc.Philipp Rumpffor morespellingandclarity fixes,andsomeexcellent
non-obviouspoints.WernerAlmesbergerfor giving meagreatsummaryof
disable_irq(), andJesSorensenandAndreaArcangeliaddedcaveats.Michael
ElizabethChastainfor checkingandaddingto theConfiguresection.TelsaGwynnefor
teachingmeDocBook.
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